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Policy Statement;

The Town of Vegreville recognizes the need to balance an individual’s right to protection of privacy
against the Town's obligation to promote a safe environment for all residents, to ensure the safety
of Town employees, and to protect Town assets.

Video Surveillance System in Town Facilities and public areas may be used for the following purposes:
e to assist in apprehending individuals who are committing crimes against persons and/or
property, as well as to discourage individuals who may consider committing crimes;
e to assist in the investigation of occupational health and safety violations; or
¢ to collect statistical information for the purposes of marketing, planning and development
that relates directly to and is necessary for an operating program or activity of the public
body.

1.0 Reason for Policy

1.1 To develop a video surveillance policy that complies with the Freedom of information and
Protection of Privacy Act, R.S.A. 2000, Chapter F-25, as amended.

1.2 To ensure that there is an understanding and acknowledgement that the personal
information should not be collected, used or disclosed without comprehensive

consideration by a public body.

1.3 To ensure notification is provided to the public in the form of clearly written signs advising
that the area is or may be under surveillance.

2.0 Related Information

2.1 Freedom of Information and Protection of Privacy Act, R.S.A. 2000, Chapter F-25, as
amended

2.2 FOIP Guide to Using Surveillance Cameras in Public Areas, Revised 2004, as amended.
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3.0 Definitions
3.1 Act means the Municipal Government Act, R.S5.A. 2000 as may be amended.

3.2 authorized personnel means an employee, authorized by the CAO, with responsibility to
access storage devices.

3.3 facility means a building owned by the Town of Vegreville.

3.4 FOIP means the Freedom of Information and Protection of Privacy Act, R.S.A. 2000, Chapter
F-25.

3.5 OIPC means the Office of the Information and Privacy Commissioner of Alberta.

3.6 personal information means any recorded information about an identifiable individual, as
defined in FOIP, section 1(n), as amended.

3.7 PIA means Privacy Impact Assessment, a due diligence exercise that identifies and addresses
potential privacy risks that may occur in the course operations.

3.8 record means a record of information in any form as defined in FOIP section 1(q), as
amended.

3.9 FOIP Coordinator means the person appointed by the CAQ, who is responsible for managing
requests for information under FOIP and ensuring compliance with privacy laws.

3.10 storage device means the technology used to store the recorded visual images captured by
a surveillance system.

3.11 surveillance system means all mechanical and electronic equipment that enables the video
recording of designated areas. This equipment is to include all cameras, computers, storage

devices and video monitors that receive, record, and store collected information.

3.12 Words imparting the singular include the plural whenever the contest so requires and vice
versa.

4.0 Responsibilities
4.1 Town Council to:
4.1.1 Approve by resolution this policy and any amendments.

4.1.2 Consider the allocation of resources for successful implementation of this policy
in the annual budget process.
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4.2 Chief Administrative Officer (CAO) to:
4.2.1 Implement this policy and approve procedures.

4.2.2 Ensure policy and procedure reviews occur and verify the implementation of policies
and procedures.

4.3 Director/Manager of the Department to:
4.3.1 Ensure implementation of this policy and procedure.
4.3.2 Ensure that this policy and procedure is reviewed every three years.

4.3.3 Make recommendations to the Chief Administrative Officer of necessary policy or
procedure amendments.

4.3.4 Understand, and adhere to this policy and procedure.

4.3.5 Ensure employees are aware of this policy and procedure.

4.3.6 Ensure that, when possible, a PIA Questionnaire has been completed and submitted
to the FOIP Coordinator prior to any new surveillance system being installed at a

new/existing location.

4.3.7 Ensure the appointment of authorized personnel to access storage devices for a
particular area,

4.4 All Employees to:
4.4.1 Understand and adhere to this policy and procedure.
5.0 Guidelines

5.1 This policy allows for the installation and use of surveillance systems in public spaces (indoor
and outdoor), within the parameters and subject to the conditions established by this policy.

5.1.1 Monitoring devices will only be located in public areas where those under surveillance
have no reasonable expectation of privacy.

5.2 The use of surveillance cameras is for the collection of personal information for the purposes
of law enforcement and community planning data gathered in compliance with FOIP section
33(b) and 33(c).

5.3 When planning, designing and installing surveillance systems, Managers and Directors will
refer to the FOIP Guide to Using Surveillance Cameras in Public Areas, Revised 2004, as
amended.
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5.4 Managers/Directors should complete and submit a PIA Questionnaire (Appendix A) to the
FOIP Coordinator before executing any surveillance system projects.

5.5 The FOIP Coordinator will format any PIA Questionnaires into a finalized PIA, to be
submitted to the OIPC before executing any surveillance system projects.

5.5.1 PIAs must receive acceptance by the OIPC prior to installing a surveillance system at a
new/existing location.

5.6 Where possible, the Town will notify the public using clearly written signs prominently
displayed advising that the area is or may be under surveillance.

5.6.1 Notification signs should be at the perimeter of surveillance areas, advise that the
area is or may be under surveillance, and state who can be contacted to answer
questions about privacy or provide information about the use of video surveillance.

5.7 All personal information and data obtained through the use of the Town’s surveillance
systems will be the property of the Town of Vegreville and will be retained in accordance
with the Town of Vegreville Records Management & Retention Bylaw, as amended or
repealed and replaced.

5.8 Where the surveillance system detects possible criminal activity or non-compliance
enforceable by law, the storage devices required for evidentiary purposes should be retained

and stored for a minimum of 365 days (1 year) from the date of the disclosure, even if the original
retention period has expired.

5.8.1 A storage device release form (Appendix B) should be completed before any storage
device is disclosed to such authorities.

6.0 Special Situations and Exclusions
6.1 Special Situations
6.1.1 Inthe event of a disaster or emergency, where a facility is being utilized as a Reception
Centre, the CAO may direct the evaluation, adjustment and/or discontinuation of
surveillance system use.
6.2 Exclusions
6.2.1 This policy does not apply to placement of cameras for overt or covert surveillance as
a case-specific investigation tool for law enforcement purposes, where a statute or

search warrant authorizes the surveillance.

6.2.2 This policy is not intended to apply to dedicated systems installed by the Town for
surveillance of employees and/or monitoring job performance.

6.2.3 This policy does not apply to live streaming of Town of Vegreville Council meetings.
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7.0 Appendix
7.1 Appendix A: Privacy Impact Assessment (PIA) Questionnaire
7.2 Appendix B: Storage Device Release Form

8.0 End of Policy

Mayor Tim IVIacPhee

SandrdLing, CAQ
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Appendix A: Privacy Impact Assessment (PIA) Questionnaire

This Questionnaire is designed to assist public bodies review the impact a project may have on
individual privacy. The process is also designed to ensure that public bodies assess project
compliance with relevant legislation. The PIA process requires a thorough analysis of potential
impacts to privacy and consideration of reasonable measures to mitigate these impacts.

PlAs should be completed in full by the project manager and submitted to the FOIP Coordinator. All
PIAs will be forwarded to the Office of iInformation and Privacy Commissioner {OIPC) of Alberta and
must be accepted before projects are executed.

1.1. Provide Program Area Identifiers

Public Body:

Department:
PIA Title:

PIA File Number:

1.2. Provide Program Area Contact Information

This should be the name of the individual able to respond to questions regarding the PIA or
the contact information of the position able to respond in the future.

Name/Title:

Department:

Telephone:

Email:

1.3. Description of the Initiative/Program/Application/System (“Initiative”) under assessment:

Briefly describe what is being done. If this a change to an existing Initiative, explain what is
currently in place and what is proposed to be changed.

This should include the scope of this assessment. For phased projects, define the scope in
terms of the phase and have a different PIA for subsequent phases.

1.4. Purpose/Objectives of the Initiative:

Briefly describe the goal of the Initiative or the problem it seeks to overcome. If the purpose
is statutory, provide citation. If there is an existing PIA for an earlier version of the initiative,
or for a related initiative, you can refer to it.

Any attachment to the PIA should be included as Appendices. Please include a List of
Appendices.
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1.5. Does the Initiative collect, use, or disclose personal information as defined in section 1{n) )
of the FOIP Act?

For example, are you implementing a collection of personal information that was not
previously done? Are you changing the way you collect personal information in an existing
Initiative in any way? Are you expanding the scope of the initiative so more people may be
affected? Are other agencies participating in the exchange of personal information under this
Initiative? These are the types of questions to consider.

YES/NO

If the answer is YES, or you are uncertain, continue this assessment.

If the answer is NO, there is nothing further required; go to Signatures under Part 12 of this
assessment.

1.6. List of personal information data elements being collected, used, or disclosed under this
Initiative:

For example: Name, telephone number, gender, other personal identifiers, etc. The list of
data elements can be provided as an attachment. It is important to identify every piece of
personal information: i.e. any “recorded information about an identifiable individual”.

1.7. Has any previous personal information privacy or security assessment been done for this
Initiative or a related initiative?

Please list for cross-reference any related PlAs, Security Threat and Risk Assessments {STRAs)
or other assessments previously completed or concurrently being undertaken. Remember to
include any attachments referenced in the PIA as Appendices.

1.8. Provide a flowchart illustrating the information flows, i.e. the collection, storage
movement, use and disclosure of all personal information.

This can be a block and arrow diagram. Make it as simple and as clear as possible, The
purpose of the flowchart is simply to identify where, how and to whom personal information
is moving under this Initiative in order to aid identification of legislative authorities at each
point of exchange.

2.1. Is this Initiative collecting personal information?
YES/NO

If the answer is YES, continue the assessment under this section.

If the answer is NO, go to Use under Part 5 of this assessment.

There are three authorities for a public body to collect personal information under the FOIP
Act. Please think about all personal information data elements collected. The collection of
some personal information data elements may have a different authority than other personal
information data elements and we must identify every authority that applies. Check all that

apply.
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(] The collection of the personal information is expressly authorized by an enactment of Alberta )
or Canada. [s.33(a)] If yes, provide the legisiative authority: [Name and section of Act]

00 The collection of the personal information is for law enforcement. [s.33(b)]

Note: law enforcement is defined under section 1{h) of the FOIP Act. in order to apply this
authority, please review this definition and Bulletin No. 7: Law Enforcement.

] The collection of the personal information is directly related to and necessary for an operating
program or activity of the public body. [s. 33(c}].

If yes, explain how the personal information is both directly related to and necessary for an
operating program or activity of the public body under this Initiative.

If you have checked any of these three authorities above for collection, you have identified
an authority under the FOIP Act that allows the Initiative to collect the personal information.
; Please continue the assessment.

| If the answer is NO to all three of these authorities above, you have not identified an
| authority under the FOIP Act that allows the Initiative to collect the personal information. Is
! the Initiative collecting personal information?

i Please contact your FOIP Coordinator for assistance.

Personal Information must be collected directly from the individual unless an exception to this
requirement applies.

3.1. Is the Initiative only collecting personal information directly from the individual the
information is about?

YES/NO

[ If the answer is YES, go to Notification under Part 4 of this assessment.

If the answer is NO and you are planning to collect any personal information indirectly, I
continue under this part of the assessment. I

Please indicate whether any of the following statements are true. Please ensure indirect personal
information flows are indicated on the preceding flowchart and be prepared to provide additional
supporting information. Check all that apply.

O The individual authorized (consented to) another method of collection. [s.34{1)(a)(i)] /f yes,
please explain how aguthorization is obtained:

O Another Act or regulation authorizes the indirect collection. [s.34(1)(a)(ii}] If ves, provide the
legislative authority: [Name and section of Act]

L1 The Information and Privacy Commissioner has authorized the indirect collection. [s.

34(1){a)(iii) with s. 53(1)(h)] /f ves, please provide any details in relation to the Commissioner’s
authorization such as expiry, conditions, etc.:

[0 The information is disclosed to the public body under the FOIP Act. [s. 34(1)}(b)] If yes, please

provide the section of FOIP Act under which the personal information is disclosed to the public
body:
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0 The information is collected in a health or safety emergency and direct collection is not )
possible or is unsafe. [s. 34(1)(c)]

O The collection is from a designated emergency contact or contact for other specified
circumstances. [s. 34(1}{d)]

O The indirect collection is for the purpose of determining suitability for an honour or award.
[s. 34(1){e)]

O

The collection is from published or public sources for the purpose of fund raising. [s. 34(1){f)]

O

The indirect collection is for the purpose of law enforcement. [s. 34{1)(g}]

Note: law enforcement is defined under section 1{h) of the FOIP Act. In order to apply this
authority, please review this definition and Bulletin No. 7: Law Enforcement.

[0 The indirect collection is for the purpose of collecting a debt or fine owed to the Government
of Alberta or to a public body. [s. 34{1)(h)}]

L] The indirect collection concerns the history, release or supervision of an individual under the
control or supervision of a correctional authority. [s. 34{1)(i}]

L1 Theindirect collection is for use in the provision of legal services to the Government of Alberta
or a public body. [s. 34{1}{j}]

L1 The indirect collection is necessary to determine eligibility for participation in a program or
to receive a benefit, product or service from the Government of Alberta /public body and
occurs in the course or processing an application. [s. 34{1){k)(i)]

(] The indirect collection is necessary to verify eligibility for participation in a program or current
receipt of a benefit, product or service from the Government of Alberta/public body and the
information was collected for that purpose. [s. 34{1){k)(ii)]

0 The indirect collection is for the purpose of informing the Public Trustee or a Public Guardian
about clients or potential clients. [s. 34{(1){)]

(J The indirect collection is for the purpose of enforcing a maintenance order under the
Maintenance Enforcement Act. [s. 34{1){m)]

[0 The indirect collection is for the purpose of managing or administering personnel of the
Government of Alberta/public body. [s. 34(1){n)]

[J The indirect collection is for the purpose of assisting in researching or validating the claims,
disputes or grievances of aboriginal people. [s. 34(1)(0)]

If you have checked one of the preceding authorities for indirect collection, you have
identified an authority under the FOIP Act to collect the personal information from another
source rather than directly from the individual(s) themselves.

Notification is not required: skip to Use under Part 5 of this assessment.

If none of these indirect collection authorities is selected, you must collect the personal
information directly from the individual the information is about or identify options that
meet one or more of these authorities.

Please contact your FOIP Coordinator for assistance.
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Notification is required when personal information is collected directly from an individual, This
part of the assessment is completed when you are collecting information directly from individuals.
Notification contains three elements:

i} Purpose of collection — This must be specific enough so a reasonable person can
understand the purpose for which their personal information is collected including
how it may be used and/or disclosed.

i) Specific legal authority for collection — This should include any enabling legislation
and/or the applicable FOIP Act authority.

fii) Job Title, business address and business telephone number of an officer or employee
of the public body who can answer guestions about the collection.

4.1. Does the notification provided to the individual at the time personal information is
collected under this Initiative include the three elements listed above? [s. 34(2)]

YES/NO

Briefly describe how notification for the direct collection of personal information is
provided under this Initiative:

(Note: If the head of the public body feels direct collection would result in the collection of
inaccurate information fs. 34(3)], contact the FOIP Coordinator.)

5.1. Is the Initiative using personal information?
YES/NO

If the answer is YES, continue the assessment under this section.

|
If the answer is No, go to Disclosure under Part 6 of this assessment. i

There are three use authorities for personal information under the FOIP Act. Please think
about all personal information data elements involved; the use of some personal information
data elements may have a different authority than other personal information data elements.
Check all that apply.

[J The personal information is being used under this Initiative according to the original purpose
for which it was collected or compiled or for a use that is consistent with that original purpose
of collection. [s. 39(1)(a)]

if the above is selected and the use includes consistent purposes, please confirm the consistent
use meets both of the following:

[The consistent use has a reasonable and direct connection to the purpose for which the
personal information was originally collected or compiled.

AND

CIThe consistent use is necessary for performing the statutory duties of or operating a
legally authorized program of the public body using the personal information.

Provide details/explanation:
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[J The individual has identified the information and consented to the use. [s. 39(1)(b)] )

Consent has specific requirements for validity whether in writing, electronic or oral. Please
discuss the requirements for valid consent with your FOIP Coordinator.

[J The use is for a purpose for which the information was disclosed to the public body under
section 40, 42 or 43 of the FOIP Act. [s. 39(1)(c)]

If the above is selected and another public body is disclosing personal information to this
Initiative under a FOIP Act disclosure authority (sections 40, 42 or 43), this is the
corresponding authority for the Initiative’s use of the information.

If this Initiative receives and uses personal information disclosed from another public body
and you are uncertain it is being disclosed under the FOIP Act, you may wish to return to this
question after reviewing the authorities in Disclosure under Part 6 of this assessment and in
consultation with the other public body.

If you have checked one of the preceding authorities for use, you have identified an authority
under the FOIP Act that allows the Initiative to use the personal information.

Please continue the assessment.

If none of these use authorities is selected, you have not identified an authority under the
FOIP Act that allows the Initiative to use the personal information.

Please contact your FOIP Coordinator for assistance.

6.1. Has a researcher requested records that contain personal information as part of this
initiative?
YES/NO

If the answer is YES, then all the conditions under section 42 of the FOIP Act must be met
including signing an agreement to comply with the approved conditions.

Please contact your FOIP Coordinator for assistance.

If the answer is YES, and this is the only disclosure, go to Accuracy and Retention under Part
9 of this assessment.

If the answer is YES, and there may be additional disclosure authorities, or if the answer is
NO, go to Disclosure of Information in Archives under Part 7 of this assessment.

4

The Provincial Archives of Alberta and the archives of a public body may disclose information as
authorized by section 43 of the FOIP Act.

7.1. Is the disclosure of personal or other information held in an archives part of this Initiative?
YES/NO

If the answer is YES, continue under this part of the assessment.

I1f the answer is NO, go to Disclosure of Personal Information under Part 8 of this assessment. :
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Ll Has the record been in existence for 25 years or more and the disclosure would not be an )
unreasonable invasion of privacy under section 17 of the FOIP Act? [s. 43{1)(a){i){A} with s.
17]

O Has the record been in existence for 25 years or more and the disclosure is for research or
statistical purposes in accordance with section 42 of the FOIP Act? [s. 43(1Xa){i)(B) with s. 42)

O

Has the record been inexistence for 75 years or more? [s. 43(1)(a)(ii}]

O

Has the record been in existence for 25 years or more and the disclosure would not be
harmful to the business interests of a third party under section 16 of the FOIP Act? [s.
43(1)}{b)i) with s. 16)

[0 Has the record been in existence for 25 years or more and the disclosure would not be
harmful to a law enforcement matter within the meaning of section 20 of the FOIP Act? [s.
43(1){b)ii) with s. 20]

[0 Has the record been in existence for 25 years or more and the information is not subject to
any type of legal privilege under section 27 of the FOIP Act? [s. 43(1)(b){iii) with s. 27]

1f you have checked one or more of these authorities for Disclosure of Information in Archives
and this is the only disclosure is archival, go to Accuracy and Retention under Part 9 of this
assessment.

If there are other disclosures, or if no authorities listed above apply, go to Disclosure of
Personal Information under Part 8 of this assessment,

8.1. Is the Initiative disclosing personal information?
YES/NO

If the answer is YES, continue under this part of the assessment.

If the answer is NO, go to Accuracy and Retention under Part 9 of this assessment.

There are many authorities that allow for a public body to disclose personal information under the
FOIP Act. Please think about all personal information data elements disclosed and all instances of
disclosure; the disclosure of some personal information data elements may have a different
authority than other personal information data elements. Additionally, a disclosure to one public
body or organization may have a different authority than a disclosure to another one.

Section 40(4) requires that a public body may disclose personal information only to the extent
necessary to enable the public body to the carry out the purposes (described in the disclosure
provisions that follow) in a reasonable manner.

Check only those types of disclosure that are specifically intended to occur under the Injtiative
under assessment.

£1 The disclosure is in accordance with a FOIP Act access request. [s. 40(1)(a)]

[1 The disclosure is not an unreasonable invasion of a third party’s privacy under s. 17. [s.
40(1)(b) with s. 17]

Note: Section 17(2) lists when a disclosure is not an unreasonable invasion of privacy under
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formal access. If disclosure under this Initiative is listed in section 17(2), then this disclosure )
provision may apply.

L1 The personal information is being disclosed under this Initiative according to the original
purpose for which it was collected or compiled or for a use that is consistent with that original
purpose of collection. [s. 40{1){c)]

If the above is selected and the use includes consistent purposes, please confirm the
consistent use meets both of the following:

[ The consistent use has a reasonable and direct connection to the purpose for which the
personal information was originally collected or compiled.

AND

CIThe consistent use is necessary for performing the statutory duties of or operating a
legally authorized program of the public body using the personal information.

Provide details/explanation:

T The individual has identified the information and consented to the disclosure in the
prescribed manner. [s. 40{1){d}]

Consent has specific requirements for validity whether in writing, electronic or oral. Please
discuss the requirements for valid consent with your FOIP Coordinator.

[1 The disclosure is done in order to comply with an enactment of Alberta or Canada, or with a
treaty, arrangement or agreement made under an enactment of Alberta or Canada. [s.
40(1)(e))

[0 The disclosure is for any purpose where an enactment of Alberta or Canada authorizes or
requires the disclosure. [s. 40(1)(f)]

O The disclosure is to comply with a subpoena, warrant or order made by a court, person or
body having jurisdiction in Alberta to compel the production of information or with a rule of
court binding in Alberta that relates to the production of information. [s. 40{1)}{g)]

O The disclosure is to an officer or employee of the public body or to a member of the Executive
Council and is necessary for the performance of the duties of that officer, employee or
member. [s. 40(1)(h)]

[J The disclosure is to an officer or employee of a public body or to a member of Executive
Council, if the disclosure is necessary for the delivery of a common or integrated program or
service and the performance of the duties of the officer or employee or member to whom
the information is disclosed. [s. 40(1)(i}]

[ The disclosure is for the purpose of enforcing a legal right that the Government of Alberta or
a public body has against any person. [s. 40(1)(j}]

[J The disclosure is for the purpose of:

i) Collecting a fine or debt owing by an individual to the Government of Alberta or to a
public body, or to an assignee of either of them, [s. 40{1)(k)(i}] or

ii) Making a payment owing by the Government of Alberta or a public body to an
individual. [s.  40(1){k)(ii)]
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L1 The disclosure is for the purpose of determining or verifying an individual’s suitability or )
eligibility for a program or benefit. [s. 40{1)(1}]

L1 The disclosure is to the Auditor General or any other prescribed person or body for audit
purposes. [s. 40{1){m)]

[ The disclosure is to a member of the Legislative Assembly who has been requested by the
individual the information is about to assist is resolving a problem. [s. 40{1)(n}]

[0 The disclosure is to a representative of a bargaining agent who has been authorized in writing
by the employee the information is about to make an inquiry. [s. 40(1}(0)]

[J The disclosure is to the Provincial Archives of Alberta or to the archives of a public body for
permanent preservation. [s. 40(1){p)]

[J The disclosure is to a public body or a law enforcement agency in Canada to assist in an
investigation:

i} Undertaken with a view to a law enforcement proceeding, [s. 40(1){q){i)] or
ii} From which a law enforcement proceeding is likely to result. [s. 40(1){(q)(ii}}

[J The disclosure is from a law enforcement agency and the information is disclosed:
i} To another law enforcement agency in Canada, [s. 40{1)(r}{i)] or

ii) To a law enforcement agency in another country under an arrangement, written
agreement, treaty or legislative authority. [s. 40{1){r){ii}]

Note: law enforcement is defined under section 1(h) of the FOIP Act. In order to apply this
authority, please review this definition and Bulletin No. 7: Law Enforcement,

O The disclosure is so that the spouse or adult interdependent partner, relative or friend of an
injured, ill or deceased individual may be contacted. [s. 40(1){s)]

I The disclosure is in accordance with s. 42 (Disclosure for Research or Statistical Purposes) or
43 (Disclosure of Information in Archives). [s. 40{1){t) with s. 42 or s. 43]

If YES, see also Disclosure for Research or Statistical Purposes andfor Disclosure of
Information in Archives under Parts 6 and 7 of this assessment.

O The disclosure is to an expert for the purposes of s. 18(2). [s. 40{1)}{u) with s. 18(2)]

Section 18(2) applies under formal access when disclosure may be harmful to individual or
public safety and the personal information of the applicant must be disclosed to an expert in
order for their assessment to determine if section 18 applies.

[1 The disclosure is for use in a proceeding before a court or quasi-judicial body to which the
Government of Alberta or a public body is a party. [s. 40(1){v)]

O The disclosure is by the Minister of Justice and Solicitor General or an agent or lawyer of the
Minister of Justice and Solicitor General to a place of lawful detention. [s. 40{1)}{w)]

O The disclosure is for the purpose of managing or administering personnel of the Government
of Alberta or the public body. [s. 40(1)(x)]

U The disclosure is to the Director or Maintenance Enforcement for the purpose of enforcing a
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maintenance order under the Maintenance Enforcement Act. [s. 40{1){y)] )

[J The disclosure is to an officer of the Legislature, if the information is necessary for the
performance of the duties of that officer. [s. 40(1)(2)]

[J The disclosure is for the purpose of supervising an individual under the control or supervision
of a correctional authority. [s. 40(1)}{aa}]

LI The Initiative is disclosing personal information that is routinely disclosed in a business or
professional context, i.e. limited to an individual’s name and business contact information,
inctuding business title, address, telephone number, facsimile number and e-mail address and
does not reveal other personal information about the individual or personal information
about another individual. [s. 40(1)(bb.1}]

LI The disclosure is to the surviving spouse or adult interdependent partner of a relative of a
deceased individual if, in the opinion of the head of the public body, the disclosure is not an
unreasonable invasion of the deceased’s personal privacy. [s. 40(1){cc)}

[} The disclosure is to a lawyer or student-at-law acting for an inmate under the control or
supervision of a correctional authority. [s. 40{1){dd}]

[J The head of the public body believed, on reasonable grounds, that the disclosure will avert or
minimize a risk of harm to the health or safety of a minor. [s. 40(1)(ee){i)]

1 The head of the public body believed, on reasonable grounds, that the disclosure will avert or
minimize an imminent danger to the health or safety of any person. [s. 40{1){ee}(ii}]

O The disclosure is to the Administrator of the Motor Vehicle Accident Claims Act or to an agent
or lawyer of the Administrator for the purpose of dealing with claims under that Act. [s.
40(1)(ff)]

[ The disclosure is to a law enforcement agency, an organization providing services to a minor,
another public body or any prescribed person or body if the information is in respect of a
minor or a parent or guardian of a minor and the head of the public body believes, on
reasonable grounds, that the disclosure is in the best interests of that minor. [s. 40{1){(gg)]

If you checked at least one of the preceding authorities for disclosure, you have identified an
authority under the FOIP Act that allows the Initiative to disclose the personal information.

|
Please continue the assessment.

If the answer is NO to all of these disclosure authorities above, you have not identified an
authority under the FOIP Act that allows the Initiative to disclose the personal information.

i Please contact your FOIP Office for assistance.

If an individual’s personal information is used by a public body to make a decision that directly
affects the individual, the public body must make every reasonable effort to ensure that the
information is accurate and complete.

An individual has a right to access their personal information for a period of one year after it is
used to make a decision that directly affects them. A shorter retention period may be agreed upon
by the individual, the public body and any other body that approves retention schedufes, Or there
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may be longer retention periods required due to business and legal requirements. )

it is important that you ensure an appropriate records retention and disposition schedule is applied.
Alberta government records cannot be destroyed or archived without a records retention and
disposition schedule in place. This increases risk in storing records longer than may be required and
potentially increases the volume of responsive records under a formal access request.

9.1. Do you have an approved records retention and disposition schedule for the records
subject to this initiative? [s. 35(a)] If yes, please provide the records retention and
disposition schedule number or name:

If the answer is NO, or if you are uncertain, please contact Legislative Services.
This is not a PIA requirement but another business consideration.

9.2. Are there procedures in place to enable an individual to request/review a copy of their
own personal information? [s. 35(b)]

If the answer is NO, or if you are uncertain, please contact your FOIP Coordinator for
assistance.

\ |

If an individual believes there is an error or omission in their personal information, they have the

right to request correction. The public body must not correct an opinion such as professional or
expert opinions.

Annotation or Linking: if the correction is not made or cannot be made, the request for correction
must be annotated or linked to the record.

Note: Annotate means written on a record close to the information. Link means attach to, join or
connect to the original record. Check all that apply

[J There are procedures in place to correct, annotate or link an individual's personal information
if requested, including what source was used to update the file. [ss. 36(1), (2), {3) and (6))

L] If personal information is corrected, are there procedures in place to notify other holders of
this information in accordance with the FOIP Act? [ss. 36(4) and (5)]

[ Are there procedures in place to give written notice to the individual when a correction,
annotation or linkage has been made to an individual's personal information? {s. 36(6)]

[J Are there procedures in place to transfer a request for correction to another public body and
notify the individual of the transfer? s. 15]

if you have not checked all boxes in Correction of Personal information under Part 10 of this
assessment, please contact your FOIP Coordinator for assistance

A public body is required to protect personal information in its custody or under its control by
making reasonable security arrangements against such risks as unauthorized access, collection,
use, disclosure or destruction. This PIA Questionnaire is not a security assessment, nor a threat and
risk assessment.

Please complete this part of the assessment with the understanding that ideally this section should
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be completed in collaboration with the information security office of your public body, or *
individuals responsible for information security, who can advise in relation to risk and
vulnerability. The head of the public body, or their delegate, is responsible to ensure personal
information is protected under the FOIP Act.

The “Custodian” with day-to-day responsibility for the information is accountable for any risk to
the security of the confidential and personal information captured under this Initiative or under the
scope of this PIA. This accountability to the head of a public body, or their delegate, must be
considered and understood on the part of the program area and signatories signing off on this PIA.

If your public body does not have an information security policy, it is a good idea to develop one
based on current industry standards, with consideration to the type and sensitivity of the
information in your public body’s custody and control. Sometimes these security measures may be
simple physical ones (such as locking a cabinet) or administrative (such as training) or technical.
For further direction, please refer to the list of security resources attached, in consultation with
your public body’s information security or information technology resources.

11.1.Does this Initiative comply with your public body’s information security management
policies, rules and procedures? [5.38]

If the answer is YES, please continue with the assessment. ‘

! If the answer is NO, you have not satisfied the security requirement of this PIA. Please contact
| your information security office for assistance.

11.2.How is the information involved in this Initiative classified for security purposes?

Your public body may have its own information security classification and if it does, you should
apply that classification. If not, you may wish to adapt the Government of Alberta classification
system to the types of information in your public body. Government of Alberta information is
classified according to the Data and Information Security Classification Guidelines.

Please provide or describe the information classification. If you have any questions regarding the
classification please contact Legislative Services or Chief Administrative Officer.

11.3.Provide Program Area Security Contact Information:

Name/Title:

Department:

Telephone:

Email:

Additional Comments:

12| Page
Appendix A: Privacy Impact Assessment (PIA) Questionnaire



o

1
=

Program Area — provides information in this PIA related to the Initiative that is complete and accurate

Printed Name - Signature

Date

FOIP Coordinator — provides support in understanding the PIA Questionnaire and FOIP Act requirements

Printed Name Signatu_rzgn

Date

Head of Program Area — accountable for the program execution and/or records

Printed Name Signature

Date

Chief Administrative Officer — oversees all Town of Vegreville departments and programs

Printed Name . Signature

Date
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Appendix B: Storage Device Release Form )

Facility Name & Location:

Site Supervisor/Manager:

File Name, Location, Date &
Time of Footage:

Amount of Footage
{length in min:sec):

Name of individual to whom
storage device was released:

Investigation Number:

Means used for disclosure:

Brief description of
circumstances justifying
disclosure:

Manager/Director who
approved release of storage
device:

Date of release:

Anticipated date of return:

Anticipated destruction
date:

Confirmed destruction date:

Signature of Site Superviéor/Manager Signature of Individual to Whom Storage
Device is Released

Retention: Footage with no incident will be retained for E+1month; Footage where an incident is captured
affecting the decision about an individual will be retained for E+1year. (E meaning term of event)
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